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Technical Speci� cations

Chassis/Processor XCS 170 XCS 370 XCS 570
Form Factor 1U Shallow, 

Rack-Mountable
1U Shallow, 
Rack-Mountable

1U Shallow, 
Rack-Mountable

Dimensions 1.7” x 16.8”  x 14” 1.7” x 16.8”  x 14” 1.7” x 16.8”  x 14” 

Weight 17 lbs. 17 lbs. 17 lbs.

CPU Intel Celeron Processor Intel Celeron Processor Intel Celeron Processor

Power Fixed, 200W, universal 
100/240V

Fixed, 200W, universal 
100/240V 

Fixed, 200W, universal 
100/240V

Storage 

Memory 2GB (2 x 1GB) DDR2 
667MHz

2GB (2 x 1GB) DDR3 
1066MHz

2GB (2 x 1GB) DDR3 
1066MHz

HDD 160 GB SATA, 7.2K RPM 160 GB SATA, 7.2K RPM 160 GB SATA, 7.2K RPM

Connectivity

Ethernet 2 Intel Gigabit Ethernet 2 Intel Gigabit Ethernet 3 Intel Gigabit Ethernet

Serial Port 1 RS-232 (DB-9) 1 RS-232 (DB-9) 1 RS-232 (DB-9)

Temperature

Operating 32°F to 113°F /  
0°C to 45°C

32°F to 113°F /  
0°C to 45°C

32°F to 113°F /  
0°C to 45°C

Storage -40°F to 158°F / 
-40°C to 70°C

-40°F to 158°F / 
-40°C to 70°C

-40°F to 158°F / 
-40°C to 70°C

Relative Humidity

Operating 10% to 85% 
non-condensing

10% to 85% 
non-condensing

10% to 85% 
non-condensing

Storage -40°F to 158°F / 
-40°C to 70°C

-40°F to 158°F / 
-40°C to 70°C

-40°F to 158°F / 
-40°C to 70°C

Altitude

Operating 0–9,843 ft (3,000 m) 0–9,843 ft (3,000 m) 0–9,843 ft (3,000 m)

Storage 0–15,000 ft (4,570 m) 0–15,000 ft (4,570 m) 0 –15,000 ft (4,570 m)

XCS 570 Email Security Suite Adds Outbound Protection
The XCS 570 Enterprise Email Security Suite for mid-sized businesses 
provides you with inbound and outbound protection from threats 
to your email networks and protects con� dential information from 
escaping your organizational email boundaries. Includes message-
level redundancy to ensure no communication is every lost and email 
security is always up and running.

The XCS 570 includes enhanced email security, with:

  Advanced inbound and outbound content � ltering
  Compliance dictionaries
  Encryption**
  Document � ngerprinting and data classi� cation
  Instant-on data loss prevention
  On-demand clustering
  Queue replication

Expert Guidance and Support
Every XCS appliance comes with a subscription to LiveSecurity® Service, 
a comprehensive support and maintenance program that provides: 

   Hardware warranty with advance hardware replacement
   Technical support with a 4-hour response time
   Software updates
   Threat alerts

1-year, 2-year, and 3-year subscriptions are available.

XCS 170 XCS 370 XCS 570

Features
Email Security 
Suite for up to 

500 Users

Email Security 
Suite for up to 

1,000 users

Enterprise Email 
Security Suite for 
up to 1,000 users

Threat Protection

Anti-Spam • • •
Anti-Phishing • • •
Anti-Virus/Anti-Malware • • •
ReputationAuthority • • •
Threat Outbreak Protection • • •
Spam Dictionaries • • •
Pattern-based Message Filters • • •
Message Quarantine • • •
Inbound Attachment Control • • •
Data Loss Prevention 

Pattern-based Content Rules • • •
Compliance Dictionaries – – •
Objectionable-Content Filtering – – •
Outbound Attachment Control – – •
Outbound Content & 
Attachment Scanning

– – •
Document Fingerprinting and 
Data Classi� cation

– – •
TLS Encryption • • •
Message Level Encryption** – – •
Management & Reporting

Archiving • • •
On-box Reporting • • •
Messaging Logs • • •
Customizable Granular Policies • • •
Customizable Granular Reports • • •
Centralized Management – – •
Redundancy

Message Redundancy – – •
Hardware Redundancy – – •
Geographical Redundancy – – •
Queue Replication – – •
On-Demand Clustering – – •
Support and Maintenance

LiveSecurity® Service Standard Standard LiveSecurity Plus*

Which Appliance Is Right for Your Business?

For more information on WatchGuard XCS solutions 
visit www.watchguard.com/xcs.

  *  LiveSecurity Plus increases standard technical support hours & days from 12/5 to 24/7 and is 
available as a purchase upgrade for XCS 170 and 370 models. 

**  WatchGuard Email Encryption is available as an additional security subscription for XCS 570 
models and above.  


