
Prisma: Cloud Governance 
& Compliance
Meet your security and compliance objectives with ease 

Overview
Ensuring your cloud resources and software-as-a-service (SaaS) applications are correctly configured and adhere to your organization’s 
security standards from day one is essential to prevent successful attacks. Additionally, making sure these applications as well as the data 
they collect and store are properly protected and compliant is critical to avoid costly fines, a tarnished image, and loss of customer trust. 
Meeting security standards and maintaining compliant environments at scale, and across SaaS applications, is the new expectation for 
security teams.

The Challenges of Cloud Governance and Compliance
Despite the availability of numerous tools, most organizations struggle to effectively control their data exposure and enforce security 
policies across ever-changing cloud environments and SaaS applications. Furthermore, ensuring compliance where data is stored across 
distributed environments puts a significant burden on your already constrained security teams.

What You Need
Ensuring governance and compliance across multi-cloud environments and SaaS applications requires:

• Realtime discovery and classification of resources and data across dynamic SaaS as well as platform- and infrastructure-as-a-service 
(PaaS and IaaS) environments.

• Configuration governance, ensuring application and resource configurations match your security best practices as soon as they are 
deployed, and preventing configuration drift.

• Access governance using granular policy definitions to govern access to SaaS applications and resources in the public cloud as well 
as to apply network segmentation.

• Compliance auditing, leveraging automation and built-in compliance frameworks, to ensure compliance at any time and generate 
audit-ready reports on demand.

• Seamless user experience that doesn’t force additional steps or introduce significant latency in the use of applications as you add 
new security tools.
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The Right Approach
Prisma™ is the industry’s most complete cloud security offering for today and tomorrow. It accelerates your journey to the cloud by 
providing unprecedented risk visibility as well as consistently governing access, protecting data, and securing applications. 

Prisma continuously monitors your distributed multi-cloud environments and SaaS applications, dynamically discovers resources as soon 
as they are deployed, and ensures that they adhere to your security and compliance standards. It even automates remediation so you can 
embrace the cloud with confidence.

Prisma Cloud helps your organization ensure any deployed resource, even across multi-cloud 
environments, is correctly configured and adheres to your security standards from the moment it’s deployed. Additionally, 
ensuring continuous compliance and generating audit-ready reports are transformed from multi-month headaches to just 
a few clicks. Prisma Cloud continuously monitors your cloud environments, discovering and assessing the 
configuration of newly deployed resources in real time and matching configurations against the industry’s most complete 
library of policies and compliance frameworks, including CIS, NIST, PCI DSS, HIPAA, GDPR, ISO, SOC 2, and more. 

Prisma SaaS controls access to and usage of SaaS applications. With complete visibility into all user, folder, and file activity 
across SaaS applications, you can quickly determine if there are any policy- or compliance-related violations. Prisma SaaS 
enables on-demand compliance reporting by providing a library of compliance frameworks.  

VM-Series Virtualized Next-Generation Firewalls enforce access policies to govern access to public cloud environments. 
In addition, they enable organizations to meet regulatory mandates where network segmentation is a requirement.  

VM-
Series

Built for the Future
No matter where you are on your journey to the cloud, Prisma can help:

• Cloud-enabled mobile workforce

• Cloud-connected branch

• Zero Trust cloud security

• Cloud governance and compliance

• Cloud data protection

• Cloud threat protection

• Secure DevOps

 
To learn more about how Prisma can enable your key cloud initiatives, visit www.paloaltonetworks.com/prisma.

https://www.paloaltonetworks.com/cloud-security

