
Why WatchGuard Threat Detection 
and Response for MSSPs?

Threat Detection and Response (TDR) enables managed security service providers (MSSPs) to detect, prioritize, and automate 
policy-based remediation against advanced malware threats based on internal and external intelligence gathered by  
correlating network and host events. This allows MSSPs to add a differentiated managed detection and response service to 
their portfolio. TDR is also delivered as a fully cloud-based managed offering, requiring no upfront infrastructure costs and  
providing scalability across multiple customers, while lowering the total cost of ownership.

Best of all, TDR and all service components including management are included with WatchGuard’s Total Security Suite,  
providing a comprehensive set of security services for MSSPs through one SKU and one platform.

 
 TOTAL SECURITY

• TDR enables MSSPs to extend their existing enterprise-grade security offering beyond the perimeter to the  
endpoint, while providing a comprehensive managed detection and response service

• The WatchGuard Host Sensor component of TDR continuously monitors events on the endpoint to decrease  
threat detection times 

• ThreatSync, a powerful correlation and scoring engine, enables MSSPs to provide enterprise-grade threat  
intelligence for small to midsize businesses and distributed enterprises without any additional costs for MSSPs

SCALABLE AND SIMPLIFIED MANAGEMENT
• TDR’s multi-tier and multi-tenant cloud environment makes it easy for MSSPs to deploy and manage their custom-

ers’ security through one centralized interface

• MSSPs can easily set up individual or group policies for each customer account with the flexibility to address multi-
ple requirements and use cases

• MSSPs can leverage a stack of host sensors that are centrally allocated to their account, and distribute them across 
their customers’ end points on demand

COMPLETE VISIBILITY  
• WatchGuard Host Sensors enable MSSPs to provide detailed data on endpoint threat activity and user behavior.

• ThreatSync collects threat data from endpoints, Firebox® appliances, as well as WatchGuard security services, 
including APT Blocker, WebBlocker, Reputation Enabled Defense, and Gateway AntiVirus

• TDR’s Incidents and Indicators pages give MSSPs detailed information that is consolidated per customer account, 
including which hosts are at the greatest risk of attacks and how to efficiently remediate them

ACTIONABLE INSIGHT
• TDR’s cloud-based correlation and threat scoring engine, ThreatSync, collects and analyzes data from the Firebox, 

WatchGuard Host Sensor, and third-party intelligence feeds for comprehensive threat detection

• ThreatSync continuously analyzes threats to provide a score and prioritization rank based on severity, enabling 
MSSPs to confidently respond to threats using advanced remediation methods

• Policy-based remediation enables MSSPs to develop individual or group policies for each customer account, 
including automated threat responses that decrease time to remediation and minimize resource needs

• Tight integration with APT Blocker enables MSSPs to triage threats by sending suspicious files from the Host  
Sensor to a next-generation cloud sandbox for deep analysis and re-scoring.
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