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Introduction

Introduction
In Ender’s Game, a famous
sci-fi novel by Orson Scott Card,
a military instructor whispered this to
Enders Wiggen.
“I am your enemy, the first one you’ve ever had who
was smarter than you. There is no teacher but the
enemy. No one but the enemy will tell you what the
enemy is going to do. No one but the enemy will ever
teach you how to destroy and conquer. Only the enemy
shows you where you are weak. Only the enemy tells
you where he is strong. And the rules of the game are
what you can do to him and what you can stop him
from doing to you. I am your enemy from now on.
From now on I am your teacher.”
The instructor’s point was that you can learn from your
enemy, and that statement rings as true in the “cyber”
battle, as it does in real military conflict. If you don’t
know your enemy, and follow his or her latest tactics,
you will never know your weaknesses and how to
defend them.
This marks the first full year of our WatchGuard
Internet Security Report, where we provide valuable
threat trend analysis based on data from our Firebox
Feed. By monitoring the different types of malware
and network attacks seen (and blocked) by tens of
thousands of Firebox appliances around the world, we
can tell you the latest cyber attack trends, so that you
know where you are weak, and what you can do to
stop the enemy.
Our quarterly report also covers some of the big
security stories from the past three months, focusing
on technical details you probably didn’t see in the
news. Finally, we share some of the research products
and tools used by the WatchGuard Threat Labs team.
We publish this timely threat intelligence in hopes
that you use it to update and perfect your defenses,
and thus protect your organization from the latest
network exploits, malware, and advanced attacks. Like
Ender, you can leverage this knowledge to master your
enemies.

The report for Q3 2017
includes:

05

11
22

33

WatchGuard Firebox Feed Trends
In this section, we analyze threat intelligence
shared by tens of thousands of WatchGuard
security appliances. This analysis includes
details about the top malware and network
attacks we saw globally throughout the
quarter. Using that data, we identify the top
attack trends, and how you might defend
against them.

Top Stories: Software Supply Chain
Attacks.
This quarter, our researchers noticed a
number of stories with a similar pattern; cyber
criminals infiltrating legitimate software supply
chains to deliver malware. We share three of
these news stories, and what they might tell
us about future attack trends. We also analyze
how one of these supply chain attacks worked
on a technical level.

Artemis Honeynet Research and
Release
In addition to analyzing data from our Firebox
Feed, the WatchGuard Threat Lab constantly
runs security research projects. This quarter,
we share details about some of the phishing
findings the team discovered from emails
captured by our spam honeynet, which we
call Artemis. More excitingly, we detail all the
Artemis components and how they work, and
have released these components to the public
on GitHub. You can download and use it now.

Updated Defensive Strategies
The whole point of our report is to provide
analysis of our enemies so you can adjust
your defenses. Throughout the report, we’ll
share defensive learnings and tips you can
implement today, to protect your company
from the latest threats.

We hope this report becomes a regular stop in your quest for constant security education and awareness.
Thank you for joining us for another quarter, and read on to learn about Q3’s threats.
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Executive Summary
How does the average small business stand a chance of defending against threats like those seen
in Q3 2017? For example, a major credit-reporting organization suffered a cyber attack resulting
in the loss of sensitive information concerning half of all U.S. citizens. Also, an extremely popular
Windows utility was hijacked to deliver malware. And cyber criminals released a new, seemingly
geographically targeted ransomware variant called Bad Rabbit. Attacks like these rightfully cause
fear in small and large businesses alike, because they show that no one is safe. But, there is hope, if
you stay abreast of the latest attack trends, and update your network defenses. This report helps
you do just that.
Here are some of the high-level trends and takeaways from this quarter’s report:

•

Scripting attacks accounted for 68% of total malware hits. Our Gateway AntiVirus (GAV) solution has many
signatures that catch generic and specific JavaScript and Visual Basic Script threats, such as downloaders.
When we combine all these scripting threats, they account for the majority of malware we detected in Q3.
Be sure you have security controls that can detect and block malicious scripts.

•

In Q3, legacy antivirus (AV) only missed 24% of malware. Since the inception of this report, we have
monitored the number of threats that were caught by our behavioral malware sandbox, but were missed by
legacy AV. Over the past three quarters, we found legacy AV missing more and more malware, peaking at
almost 47% last quarter. However, this quarter’s number dropped to an all-time low of only 23.77%. It could
have to do with a recent change in our GAV engine.

•

Overall, malware quantities jumped significantly in Q3. Using signatures and anti-malware, our Firebox
appliances blocked well over 19 million malware variants in the past three months, which is an 81% increase
over last quarter. We suspect malware attempts will continue to increase next quarter – driven by the holiday
season.

•

Network attacks, however, are way down. We saw a 44% decrease in IPS hits this quarter. Granted, that is
in part because we decided to remove a particular signature from our results (or it would have been a big
increase) due to the potential it was a false positive.

•

Evil iframes show up everywhere. Both our malware detection and IPS results showed plenty of evidence
that attackers continue to evolve how they leverage the HTML iframe tag to force unsuspecting victims to
suspicious, and often malicious, sites. In this report, we share some detailed analysis on how these threat
actors try to hide their evil iframes.

•

Cross-site Scripting (XSS) attacks continue to plague web browsers. We continue to see a slow growth in
the use of XSS attacks. This time, however, we saw these attacks affect many regions and countries, rather
than just a few.

•

Authentication is still a big target. Though it dropped a bit from last quarter, we see a lot of authenticationrelated malware hits (like Mimikatz) and IPS hits related to brute-forcing credentials. Don’t forget that your
credentials are your weakest link. You need to protect them.

•

We saw less Word Macro-related malware in Q3. Though we did still see other malware related to Word
documents, including a threat that seemed to leverage some Word DDE-related issues.

•

Most network exploits still target web servers, browsers, and applications. All of our IPS top ten, which
account for the majority of IPS hits, represent web threats.

•

We saw a lot of Linux/Flooder malware hits in Italy. Linux/Flooder can detect malicious and legitimate
tools that might be used in DDoS attacks.

•

In Q3 2017, WatchGuard’s GAV and APT Blocker blocked over 22,867,935 malware variants (764 per
device) and 2,902,984 network attacks (54 per device).

.
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Firebox Feed Statistics
Attackers continue to change tactics to evade security controls in the third
quarter of 2017. Organizations must stay on the constant lookout for new
attack trends to ensure defenses are up to date. This report highlights some
of the new and old threats attempting to infiltrate customer networks and
devices this past quarter.
WatchGuard’s Firebox Feed captures global statistical network and malware information related
to attacks traversing our customer networks.
WatchGuard Firebox appliances around the globe

•

Run Fireware OS 11.9 or higher.

•

Enable device feedback in the Firebox settings.

•

capture anonymized threat data from the WatchGuard Gateway AntiVirus (GAV), APT Blocker, and
Intrusion Prevention (IPS) services. The feed does
not capture sensitive customer data and customers
can opt out of this feed whenever they like. When we
receive this data, our research team looks for trends
customers should know and analyzes new malware
to determine how we can better protect customers.

Configure Gateway AntiVirus (GAV), Intrusion
Protection Service (IPS) and APT Blocker.

•

Configure WatchGuard proxies for GAV
protection.

Threat intelligence is one of the best ways to help
fight cyber security attacks. As threats evolve,
and a new attack hits one company, we can help
mitigate that attack for other customers if we have
the relevant data. Additionally, by understanding

The data in this report comes from 29,934 Firebox

the latest cyber attacks, customers can take actions

appliances, which represents only a fraction of our

to defend themselves not only using a WatchGuard

devices. If you’re a Firebox customer, and want your

Firebox, but with other best security practices, such

device included, do the following:

as the ones we include later in this report.

With information from over 29,934 devices,
the Firebox feed provides a statistically
relevant view into today’s threats.

This section of the report highlights the malware and network
attack trends our Firebox

Feed uncovered in Q3 2017.

Here we share our analysis

of these trends, and
provide defense tips that help you avoid the latest
malware and attacks.
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Malware Trends
Malware comes in different forms but the ultimate goals are the same. Attackers
want to steal something from customers or damage customer systems. Often the
malware includes some software designed to facilitate on-going communication
between the compromised host and a server controlled by the hacker. This allows
the attacker to send new commands and software to the infected host.
Q3 2017 Malware Trends Overall:
•

•

•

The Firebox Feed recorded threat data from
29,934 active Firebox appliances. This is a
28.75% decrease in devices reporting in Q2 2017.
Our GAV service blocked 19,793,401 malware
variants, representing an average of 827 malware
samples blocked per Firebox. This represents an
81.27% increase in overall malware compared to
last quarter, and a 103.46% increase in malware
blocked per Firebox.

Our malware data comes from two
Firebox services:
•

The basic Gateway AntiVirus (GAV) service, which uses
signatures and static heuristics to catch known malware.

•

APT Blocker, our advanced malware prevention service,
which uses behavior detection to catch new or zero day
malware.

APT Blocker stopped an additional 3,074,534
malware variants. This is a 39.07% decrease
from last quarter. Malware that does not match
any known antivirus signature is still a significant
threat however, with nearly one quarter of
malware samples matching no known
antivirus signature.

The Firebox Feed recorded
threat data from

29,934 active

Our GAV service blocked

APT Blocker stopped an
additional

malware variants

3,074,534

19,793,401

Firebox appliances

a 81.27% increase

a 28.75% decrease

compared to last quarter,

in devices reporting
in Q2 2017.

and a 103.46% increase in
malware blocked per Firebox.

malware variants

a 39.07% decrease
from last quarter.
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A drop in the number of Firebox appliances
reporting back to WatchGuard indicates that some
customers have turned off the call home data feed.
Hopefully we will see that number come back
up as new customers come online and upgrade
their firmware to the latest version. In addition, if
customers find value in this report we hope they
will support it by enabling device feedback in their
Firebox solutions. We encourage all customers to opt
in to this data-sharing in order to improve our overall
threat intelligence, which will increase your individual
protection.
Overall malware hits increased 39% in Q3 2017,
even with a lower number of our Firebox devices
reporting. In September 2017, WatchGuard’s Gateway
AntiVirus (GAV) service blocked over 8 million
additional malware attacks. This increase may be in
part due to improvements in our antivirus engine,
released in the 12.0 version of Fireware® OS. However,
the top GAV malware variants appeared in past
reports showing that in general, known attacks
seemed to be on the rise this quarter. This also could
account for why APT hits for attacks that don’t
match any existing antivirus signature dropped by
about 2.5 million hits.

Here are the top 10 threats captured by WatchGuard Firebox
Gateway AntiVirus service for Q3 2017:
Figure 1: Top Ten Firebox GAV hits for Q3 2017
COUNT

THREAT NAME

CATEGORY

4,315,131

JS/Heur

Malicious Script

3889761

JS/Downloader

Script Downloader

Linux/Flooder

Linux DDOS

SCGeneric.B

Mimikatz

759,293

SCGeneric1.BQSR

Mimikatz

520,949

Win32/Heur

Generic Win32

461,379

BackDoor.Generic

BackDoor

697,274

VBS/Downloader

Script Downloader

336,391

Win32/Heim

Win Code Injection

237,891

FakeAlert

Dropper

HTML/Framer

Web Site Injection

1809063

477,179

199,809

Overall malware
hits increased

Rather than analyzing these ten samples individually, we’ll share
the high-level trends they represent, and go into more detail
about some of the samples.

39%
in Q3

2017.
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Quarter-Over-Quarter
Malware Analysis
This quarter, some past malware variants are back
with a vengeance. Here are the threats, with the
percentage change from last quarter.
Scripting attacks are on the rise and account for
over 68% of total malware hits. Looking at individual
malware samples more closely, we’ve found our
JavaScript (JS) signatures also catch a number of
potentially malicious Visual Basic scripts. One of the
new variants on this top 10 list, VBS/Downloader
is specifically a Visual Basic Script signature, as
well. Overall, malicious scripts appeared over 20
times more than the previous quarter. These attacks
appear wide-spread, and affect diverse victims
around the world.

Four new variants appeared on our list in Q3 2017.
These variants account for only 12% of the top ten
overall. VBS/Downloader.Agent is similar to JS/
Downloader.Agent, however these attacks are
written in Visual Basic Script instead of JavaScript.
BackDoor.Generic is like other backdoors in past
reports in terms of functionality. The malware
samples for this signature were a collection of
Windows exploit or pen testing tools including
Netcat, which was likely the culprit that triggered the
hit. Win32.Heim.D has a new, interesting name and
HTML/Framer is using methods we haven’t reported
on before, so the following sections will take a closer
look at some samples from these two new signatures
in more detail.
Threat Name
BackDoor.Generic
VBS/Downloader.Agent

Linux/Flooder and Mimikatz are still high on the list,
almost doubling in hits since the previous quarter
even though they did not hold the top positions
on the report. Win32/Heur remained fairly steady.
Fake Alert held one of the top three spots in the
past three reports. In Q3 it dropped from its peak at
1,147,744 to 237,881 hits. It will be interesting to see
if it makes the list next quarter. If you’d like to know
more details about any of these six threats, see the
malware sections of our Q4 2016, Q1 2017, and Q2
2017 Internet Security Reports.
Threat Name

2016

2017

JS/Heur

Q4

Q1, Q3

JS/Downloader

Q4

Q1, Q2, Q3

Linux/Flooder

Q1, Q2, Q3

SCGeneric.B (Mimikatz)

Q2, Q3

Win32/Heur

Q1, Q2, Q3

Fake Alert

Q4

Q1, Q2, Q3

Four malware variants dropped off the list. Although
macro attacks (W97M/Generic) were very prevalent
in past quarters, attacks that do not require macros
have toppled their previous reign. PERL/ShellBot
had a short stint in the top 10 at number 7 last
quarter but has been replaced by Windows portable
executables (PEs) and other scripting languages.
JS/Phish has taken a back seat to other types of
scripting attacks.
Threat Name
PERL/ShellBot
JS/Phish
W97M/Generic (Macro)
Luhe.Fiha.A (BanLord)

Win32/Heim.D
HTML/Framer

Win32/Heim.D
A newcomer to our top ten this quarter, Win32/
Heim.D is a Windows Portable Executable (PE)
signature. Two samples were available for this
signature. A static analysis of the two files showed
that the two pieces of malware seem to have more
differences than commonalities. The length of files,
strings, and Windows API calls were very different.
One sample was much longer and more complex
than the other. The two samples used a few DLLs in
common but not many.
One thing both samples shared was the use of
code injection. Malware that uses this strategy to
both be evasive and gain privileges doesn’t start
a new process when it executes, but instead finds
and alters a process that is already running. When
system administrators troubleshoot problems with
computers, one of the first things they will look at
is which processes are running on the machine. If a
piece of malware has injected its code into another
process the administrator won’t see any suspiciouslooking new processes in the list. Additionally, if
malware can inject malicious code into a process, it
can sometimes obtain higher privileges. It can also
see data related to that process, which you’ll see is
useful when we analyze the first sample below.
Most antivirus vendors identify these samples with
names that have existed for years. Rather than
perform a complete reverse analysis of each malware
sample, we’ll look at these known malware sample
names and see what they do.
Internet Security Report: Q3 2017 • 9
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HASH A: b6bbe26d4af9b977dbd86e20b84270b7
41 out of 67 antivirus vendors identify this sample as
malware.

HASH B: 74c524a2da084087fac4e0db38914b2b
59 out of 60 antivirus vendors identify this sample as
malware.

Common Names: Cridex

Common Names: ZBOT and Kazy

•

Zbot, sometimes called Zeus, has some similar
characteristics to Cridex:

Cridex adds itself to this registry so it can run on
startup:
HKEY_CURRENT_USER\Software\Microsoft\

•

Turns off Windows Firewall.

Windows\CurrentVersion\Run

•

Can download other software such as ransomware.

•

Installs itself into different directories.

•

Often delivered via spam.

•

Tries to steal confidential information such as banking
passwords.

•

Communicates with a Command and Control
(C&C) server.

•

Creates a backdoor.

•

Attempts to inject code matching privileges of the
current logged-in user. If that fails, it injects code
into other all-user level processes like explorer.exe or
iexplore.exe.

•

It copies itself to the Application Data folder.

•

When executed it registers with a botnet.

•

Cridex communicates over an SSL-encrypted
channel.

•

This malware leverages Inter-Process
Communication (IPC), which allows different
processes on the same machine to talk to
each other. Typically, a client process requests
information and the server process responds to
the request.

•

Win32/Cridex hooks into network-related APIs in
a web browser process to monitor and redirect
HTTP and HTTPS traffic.

•

These browser hooks help the malware attempt
to steal credentials from banking websites and
immediately initiate fraudulent transactions.

•

It hides system events related to its activities.

•

It can also download other files to extend its
capabilities.

Sources:
https://threats.kaspersky.com/en/threat/Worm.Win32.Cridex/
https://www.microsoft.com/en-us/wdsi/threats/malware-encyclopedia-description?Name=Win32%2FCridex
http://stopmalvertising.com/malware-reports/analysis-of-dridex-cridex-feodo-bugat.html

The Kazy variant exhibits similar behavior but may pop
up a screen telling the user they have been infected with
spyware and need to pay money to remove it. This could
be considered a precursor to modern-day ransomware
which simply encrypts files and demands money to get
them back.
Sources:
https://en.wikipedia.org/wiki/Zeus_(malware)
https://www.microsoft.com/en-us/wdsi/threats/malware-encyclopedia-description?Name=Win32%2FZbot
https://www.f-secure.com/v-descs/rogue_w32_systemtool.shtml
https://usa.kaspersky.com/resource-center/threats/zeus-virus

Many new forms of malware are variants of old versions.
The newer malware variants often add different types
of evasion techniques. These two variants have some
interesting evasion techniques.
Hash A (b6bbe26d4af9b977dbd86e20b84270b7)
Switches processor mode from 32 to 64 bits to escape
emulation. It also wipes out PE (executable) images in
memory, loads an embedded executable, and leverages
packing tactics.

Hash B (74c524a2da084087fac4e0db38914b2b)
disables the Windows Firewall and Windows Error
Reporting for a process. It performs environmental
checks to learn information about the system and adds a
Windows firewall exception. This malware also leverages
a packer, and it creates executables that look like
browser clients.
Internet Security Report: Q3 2017 • 10

Firebox Feed Statistics

HTML/Framer
Often times, one web page will include content from another web page. If a website owner chooses to include
content from a third-party website, the owner risks that the site might host malicious content. In some cases,
the owner intentionally includes the third-party content. Alternatively, attackers may compromise a site and
inject unwanted code, whether through web application vulnerabilities, or perhaps by exploiting unsecured
online advertising services. In particular, attackers targeted Word Press with malicious plugins this quarter.
Frequently they inject obfuscated code – meaning code that is written in a way that is not clearly understood
and attempts to bypass antivirus signatures.
Here are a few examples caught by the HTML/Framer signature. Note that in every case the content loaded by
the iframe tags is not available. Likely that content was malicious, but without the source code on the linked
website in these examples, it is impossible to analyze. In some cases, a URL was requested that is no longer
active. Requests to domain names that create an NXDOMAIN entry in DNS logs, indicating that a domain is
not available, can be an indicator of compromise.
HTML/Framer Script – Sample 1: PHP script with obfuscated iframe tag and evasion tactics
Hash: 0e0365a6c2583fb414f99438eb265758
The first HTML/Framer sample is an obfuscated PHP script. We will examine this small script a few lines at a
time below to examine what this code is doing.
The first section of the code looks like gibberish, but is in fact encoded. Though developers sometimes have a
good reason for encoding content, you will see it is unlikely in this case.
Figure 1: HTML/Framer Sample 1 - PHP script – Part 1

The next few lines of code capture some information about the client machine, which it uses in the subsequent
code. This is not suspicious as stand-alone code.
Figure 2: HTML/Framer Sample 1 - PHP script – Part 2
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If a particular cookie is present, the code echoes back “alive” to the person who requested the web page. This
is odd since the word “alive” is split in two, and the PHP method for combining two strings is used to put the
word back together. This is really unnecessary, and a common way to hide what the code is really doing from
antivirus programs and web scanners searching for the web pages that return this exact response.
Figure 3: HTML/Framer Sample 1 - PHP script – Part 3

If the cookie is not set, the code defines a URL that includes the IP address in the query string:
Figure 4: HTML/Framer Sample 1 - PHP script – Part 4

These blocks of code and the $url variable show that the attacker inserted an iframe pointing to that URL if
certain conditions are met; otherwise it decodes the gibberish code with the base64_decode function and
displays the results.
Figure 5: HTML/Framer Sample 1 - PHP script – Part 5

The script excerpt above is even more suspicious because it creates an “invisible” iframe on the page due
to the fact that the width, height, border, margin height, and margin width are all set to 0. This is a common
technique to hide malicious content on a web page. The malicious developer also splits the iframe keyword
in two as an attempt to avoid antivirus programs looking for suspicious web code. Searching for the word
“iframe” in this script would fail to produce any results.
Looking up the domain the iframe displays in http://whois.sc/ shows that it belongs to a company in China.
We can’t know for sure if this company knowingly served up this malicious page or if their website got
compromised.
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Figure 6: Whois information for domain name found in HTML/Framer sample 1

The site appears inactive at the time of this writing, and we discourage you from visiting sites known to
potentially host malware.
But what about that encoded data? Look at the line below which executes just before the decode function.
This code inserts a content-type header into the HTTP response, which indicates to the browser that the
content of the response is an image. Immediately after this line, the script writes the decoded data, suggesting
that the encoded value may be an image.
Figure 7: HTML/Framer PHP script – Line that writes content-type header

To test this theory we altered the PHP code and included the encoded data and the line that echoes out the
decoded data. We deleted the rest of the script so only the part we want to execute will run, and saved this
revised script, shown below, to a file called test.php.

Internet Security Report: Q3 2017 • 13
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Figure 8: HTML/Framer Sample 1 - PHP script – Revised to only write decoded data.

Next we executed the code with the following line of code, which saved the results of the execution to a file
with a .png extension, to indicate to programs that it will open as an image. We didn’t know for sure it was an
image but this allowed us to test our hypothesis.
php test.php > check_if_image.png
We opened check_if_image.png in a program that can display images and yes, we have an image. The code
generated this lovely picture.

Figure 9: HTML/Framer Sample 1 - PHP script – Decoded contents reveal an image.

Why did the attacker insert this image into the web page to show under certain conditions? The image could
include malicious code that causes software that opens it to perform some action that would otherwise be
disallowed. The attack could have also used steganography to hide a message in the image. However, in this
case it is likely just a false front for any browser that does not match the specified user agent. This hides the
malicious code from certain scanners that search for malicious content, and prevents errors from popping up
on browsers that may give away the malicious script’s presence.
There were some variations on the above script in our samples with different images and slightly different
code. Our Gateway AntiVirus (GAV) product captured a number of variations of this type of malware. A few
samples identified by MD5 hashes are listed below with related code snippets.
HTML/Framer Script – Sample 2: iframe hidden using CSS properties
Hash:2e543dcbe80eb45b5d660c9df9d2c7cc
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GAV found multiple samples of the following code. The code also contains an iframe, but in a different way
than our first sample code. The iframe tag is not hidden, but the top and left values shown in the script below
move the contents of the iframe off the visible part of the page when displayed in a browser. The iframe
displays an HTML page, which could include malicious script. Since the domain is no longer active, we can’t
verify it was malicious. However, the way the developer hides content from your view and the fact the domain
disappeared suggests it was.
Figure 10: HTML/Framer sample hiding an Iframe using CSS properties

HTML/Framer Script – Sample 3: Iframe on a WordPress site
Hash: 2c614b90a12c4db30ec84e4839a93a3d
Below is a strange sample that calls the same script repeatedly. This code could have been injected into the
web page too many times by mistake. The code includes the directory wp-content, which indicates that this
is WordPress-related. Security researchers discovered a number of malicious WordPress plugins this quarter.
WordPress developers should inspect web pages for suspicious code inserted into websites and avoid using
plugins from untrusted third-party developers.
Figure 11: HTML/Framer sample on WordPress site

HTML/Framer Script – Sample 4: Another example of obfuscated code to create an iframe
Hash: f26d22f9b55e56f2015ea71d328b6bdd
The following sample is “packed,” meaning it has been condensed to be more compact and therefore harder
to read. Though packed files aren’t always malicious, security analysts do consider it an indicator of suspicious
code that requires further inspection. Furthermore, the last line of the code suggests this is yet another way to
insert an iframe on a website using obfuscated code.
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Figure 12: HTML/Framer sample using eval and split to write an iframe in an undetectable way

HTML/Framer Script – Sample 4: counter.php
Hash: 7844e0a57d1297c068d6c2907d205623
The Firebox Feed reported the last interesting sample, below, on a number of web pages. You can clearly
tell the code creates a hidden iframe using the CSS style visibility: hidden. The script isn’t obfuscated at all.
The code reaches out to a file called counter.php on a different website. Many other samples also called the
counter.php file on different websites. Since the URL and web page below, and others like it, no longer return a
web page, we can’t confirm the code hosted on the other website was malicious or not. However, it seems very
likely it was at least mischievous since it has been removed.
Figure 13: HTML/Framer sample reaching out to NXDOMAIN records for counter.php

One particular source accounted for 95% of the hits for this signature, which almost led us to believe it was
a false positive. Clearly the code samples above show that this signature captures some true threats. As this
code shows, attackers are finding very crafty ways to insert and hide code in web pages. They are also using
multiple layers of web pages via iframes and third-party domains, which has been a common tactis for driveby download attacks for years.
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Geographic Threats by Region
Malware hit EMEA the hardest, by far, with almost
72% of our total detected malware. The Americas
have usually followed EMEA very closely in the
past, but dropped to about 22% of the malware this
quarter. Finally, Asia Pacific only accounted for about
6% of malware, which is similar to many quarters
past. We were surprised to see malware hits almost
double in the EMEA region. However, we also doubt
the number of customers using our malware services
would change this drastically between regions, so
we believe this represents a true increase in EMEA
malware due to some sort of attacker campaign.
Windows malware continues to be the top threat
across Asia Pacific (APAC). Malicious scripts were
the number one threat in Europe, the Middle East,
and Africa (EMEA). Mimikatz topped the list in the
Americas.
Although Windows malware was at the top of the
list for APAC, it falls near the bottom of the top 10
for the Americas and EMEA. The Mimikatz, Linux
Flooder, Back Door, and HTML/Framer signatures
caught relatively few malicious code samples in
APAC. Scripting malware was high across all regions.

•

Europe with the following countries at the top of
the list: UK, Germany, France, Italy, Belgium and
Sweden.
•

India was hardest hit by executables exhibiting
Windows malware heuristics.

•

The US is under siege from Mimikatz and one of
the new variants on the list, Win32/Heim.D.

•

Companies in Germany are facing a signature
that did not make the top 10 (but for Germany
was prevalent) previously identified as
bindshell.exe. A hacker can use Bindshell
programs to connect a computer’s CLI
(cmd.exe or bash) to a network port in order
to remotely control your computer. Typically,
attackers use this sort of tool maliciously,
but it could have legitimate uses, too.

•

Italy was hit hardest by the Linux/Flooder
signature, otherwise known as Ettercap and
may want to be especially aware in the energy
and military sectors. The Ukraine also shares a
significant percentage of these hits.

•

Scripting attacks affected all regions of the
world. Everyone should be on the lookout for
malicious scripts in email attachments of any
kind, and web pages.

Figure 14: Malware detection by region

Canada received the most HTML/Framer hits,
though this seemed very targeted and possibly
the result of some mischievous versus malicious
traffic. This traffic could have been used to inflate
advertising or other types of statistics.

When looking at threats by country, certain countries
may want to be on the lookout for the following
country-specific trends.
•

JS.Downloader.Agent is especially targeting

•

Mexico is experiencing many Backdoor attacks
using Windows pen-testing or exploit software
bundles.

Although we find many of the top 10 threats
all over the world, certain threats clearly target
specific regions or countries. Companies in different
countries can adjust defenses accordingly, to ensure
protection against their greatest risk.

EMEA

71.62%
AMERICAS

21.73%

APAC

6.65%
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Zero Day vs Known Malware
Antivirus tools like the Firebox’s Gateway AntiVirus
(GAV) service primarily use signatures that identify
malware based on patterns in code or file hashes
that AV analysts have seen in the past. In our example above, the HTML/Framer catches malware
that tries to insert a hidden frame on a website and
download content from a different site. In order to
find this malware, antivirus software can look for the
word “iframe” in files, web pages, and email attachment. However, our analysis of samples captured
by this signature shows that attackers can be very
tricky, and they change their code just enough that
signature-based AV doesn’t always recognize the
latest malicious code.
Behavioral threat detection, such as the
WatchGuard APT Blocker service, provides another
layer of protection. It executes code in a sandbox
environment and inspects the resulting behaviors
to proactively find signs of maliciousness. This type
of analysis can detect new malware that has no
previously known signature. We call this zero day
malware. When customers have both GAV and APT
Blocker enabled and configured, whatever APT
blocker caught, GAV had missed.

24%

OF MALWARE WAS

ZERO DAY
MALWARE

Only Firebox appliances with APT Blocker enabled
catch zero day malware. On boxes that have both
APT Blocker and GAV enabled, zero day malware
accounted for 24% of the total blocked malware. If
those same Firebox devices had Gateway AntiVirus
installed alone, 3,074,534 identified malware samples would have reached intended targets.
Signature-based malware detection still provides a
powerful way to efficiently identify known malware
quickly. Systems that first exclude known malware
with signatures have better performance than those
that only use advanced threat detection, which
requires complex processing and execution for new
malware variants. If you want to block the most
evasive new malware, you should implement a combination of signature-and behavior-based detection.

76%

OF MALWARE WAS

KNOWN
MALWARE

Figure 15: Known vs Zero Day Malware

GAV found 9,861,318 known malware
variants on boxes that also had APT Blocker.
Meanwhile, APT Blocker prevented 3,074,534
new malware variants on these same devices.
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Network Attack Trends
Many cyber attacks require victim interaction. In
order to install malware, an attacker often has to
trick your users into executing attachments, visiting
malicious links, or even entering the credentials into
a fake site. However, the more technically exciting
hacks leverage software vulnerabilities that do not
require any user interaction at all. If hackers can
find a certain type of flaw in the software you use,
they can exploit it to quietly execute code on your
computer. If the flaw lies in a networked program,
they can remotely take over your computer without
your interaction at all.
Intrusion prevention systems (IPS) are designed to
detect and block these sorts of network-delivered
software exploits. Once we know of a new software
flaw, and the exploit attackers use to trigger it, we
can design signatures that detect that particular
attack, and block the network communication from
reaching a victim. In this section of the report, we
discuss some of the top trends from Q3’s Firebox
Feed IPS data.

Let’s start with the high-level highlights. This quarter
the Firebox Feed recorded 1,612,303 blocked
network software attacks, which averages to around
54 intrusion attempts per Firebox. This represents
a 44.5% decrease in overall IPS hits compared to
Q2, which was also lower than the IPS hits in Q1. In
fact, this is the lowest we’ve seen IPS hits since
starting our report.
That said, there is more to this story. Our true IPS
number for Q3 was actually 5,173,827; a significant
increase over quarters past. Strangely, however,
we found one particular IPS signature accounted
for almost 69% of all hits. After researching the
signature, we also found that our signature team
removed this signature mid-quarter, due to some
reports of false positives. While we suspect some of
this signature’s hits may be legitimate, we decided to
remove the entire signature from the results of this
quarter’s report.

Figure 16: Top Ten IPS Hits Q2 2017
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Name

Threat
Category

Affected
Products

CVE
Number

Count

WEB URI Handler Buffer Overflow - POST -3

Web Server

Windows web servers

CVE-2011-1965

849709

WEB HTTP Host Header Buffer Overflow

Web Server

Apache

CVE-2003-0245

142136

WEB HTTP Basic Authorization
Header Buffer Overflow

Web Server

All web servers

CVE-2009-0183

109536

WEB Cross-site Scripting -1.x

Web Server

Sharepoint
Foundation 2010

CVE-2012-0145

90120

WEB URI Handler Buffer Overflow - GET -7

Web Server

Multiple web servers

Multiple CVE

70858

WEB-CLIENT Suspicious HTML Iframe Tag -4

Web Client

All web browsers

n/a

50206

WEB Ruby on Rails Where Hash SQL Injection

Web Server

Web servers w/Ruby on
Rails

CVE-2012-2695

37018

WEB Cross-site Scripting -36

Web Client

Adobe Robohelp

CVE-2011-2133

29319

WEB Brute Force Login -1

Web Server

Web app logins

n/a

27860

WEB Hashtable Collisions

Web Server

Multiple web servers

CVE-2011-3414

21913
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Though network exploits seemed low in Q3, we
expect to see an increase in network software
attacks next quarter, driven by the higher volume
of attacks and scams traditionally seen during the
annual holiday season. With those raw highlights out
of the way, let’s dive into the top ten network threats
our IPS systems prevented.

Top Ten Network Attacks
Though this report won’t analyze each of these
ten network exploits (see the links in the chart if
you want more detail), it will share some quarter-over-quarter differences and overall trends.

Quarter-Over-Quarter Attack
Analysis
Many of the top IPS hits have stayed relatively
consistent each quarter. In Q3, seven of the same top
ten network attacks returned to our list. In fact, many
of these attacks remained in the same positions on
the list, with the exception of a particular cross-site
scripting (XSS) attack dropping from its number one
position, and a URI Handler buffer overflow moving
up to the new number one spot.
This IPS top ten consistency suggests that these
are very common attacks, likely launched through
automation. We suspect attackers or pen-testers use
scanning tools looking for these flaws and automating exploit attempts. There are many open source
scanners and tools that can do just that. Some of
these attacks are the kinds also included in exploit
kits, which launch these attacks when victims visit
the wrong website. Though we continue to see a
couple of new attacks reach the top ten each quarter,
we suspect this list may not change much over short
periods of time.

Here are the network attacks that returned
this quarter:
•

WEB URI Handler Buffer Overflow - POST - 3

(Q4, Q1, Q2)
•

WEB HTTP Host Header Buffer Overflow

(Q4, Q1, Q2)
•

WEB HTTP Basic Authorization Header Buffer
Overflow (Q4, Q1, Q2)

•

WEB-CLIENT Suspicious HTML Iframe Tag - 4

(Q4, Q1, Q2)
•

WEB Ruby on Rails Where Hash SQL Injection (Q2)

•

WEB Cross-site Scripting - 36 (Q1, Q2)

•

WEB Brute Force Login - 1 (Q1, Q2)

To learn more about these repeated network attacks,
see the Network Attack sections of our Q4 2016, Q1
2017, and Q2 2017 Internet Security Reports.

Web Attacks Still Dominate
For the past year that we’ve published this report,
web attacks targeting both your web servers or
client browsers have dominated our IPS top ten list.
Attackers clearly target web services, which makes
sense since almost every business must allow web
traffic through its firewall.
We also see a pretty equal mix of different types of
web attacks. Generally, there are three categories of
web attacks.
•

Web client attacks, which target software
vulnerabilities in your users’ web browsers,
or the additional software that plugs into the
browser. These attacks trigger when a user visits
a malicious web page with unpatched software,
and we generically call them drive-by download
attacks, since they often result in your computer
silently downloading malware without your
interaction.

•

Web server attacks, which target the software
running on your web server. These attacks
usually exploit vulnerabilities in popular web
server software – like Apache or IIS – or
frameworks, though they sometimes also prey
on misconfigurations in server software as well.
When successful, the worst of these attacks can
give hackers full control of your web server.

•

Web application attacks, which actually target
the specific, and sometimes custom, web code
you created or use on your website or web
application. Today’s HTML code is much more
dynamic than it was a decade ago. Nowadays,
web applications are very complex and can
tie to database backends, and allow for a lot
of user or visitor inputs that affect your site.
Unfortunately, web developers creating this code
can make mistakes that allow for what we call
web application vulnerabilities, such as cross-site
scripting or SQL injection attacks. These sorts of
flaws don’t affect the web server software itself,
but the custom code for your particular website.

In the past, we have seen a higher number of one
type of web attack over another, but Q3 had a pretty
equal representation of all three.
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Authentication Remains a
High-priority Target
In our Q2 report, we saw a significant rise in attacks
targeting credentials or authentication. This included
both malware that focuses on credentials (Mimikatz),
and various network attacks that target credentials
or authentication systems. Though not quite as
prevalent, both made a return this quarter. Besides
continued Mimikatz detections, our IPS systems also
continued to block brute force web logins.
If you’re a web administrator, know that attackers are
targeting web-based authentication, and make sure
you either have a login-throttling mechanism, or use
IPS systems like ours to stop these attacks.

Two XSS Exploits Target
Specific Products
A web application (app) vulnerability is a software
flaw in your website’s code (HTML, JavaScript,
python, etc.), not in the web server software itself.
One common example is a cross-site scripting (XSS)
vulnerability. At the highest level, XSS flaws allow
attackers to inject malicious script into your site.
Attackers can use this type of flaw to gain access
to your users’ assets and cookies on your site, or to
even redirect them to more dangerous sites.
Two different XSS attacks made our top exploit list
this quarter. Both are titled WEB Cross-site Scripting, but have the numbers 1.x or 36. Each of these
signatures is designed to catch a specific XSS attack
targeting vulnerabilities in specific web frameworks
or software. The 1.x signature detects a web app vulnerability in SharePoint Foundation 2010, while the
36 signature catches a flaw in Adobe’s Robo Help.
That said, some XSS signatures are written in a way
that they can catch other generic XSS flaws as well.
In any case, our Firebox Feed data for Q3 shows
a small rise in XSS attacks. We recommend web
developers keep their software and frameworks up
to date, and also audit their own customer web code
for unsecure design practices. Owasp.org is a great
resource for developers to learn how to avoid the
mistakes that lead to many web app vulnerabilities.

Criminals DoS Web Servers
Though it was the last exploit on our list, we did
see one complete newcomer to our top ten – WEB
Hashtable Collisions. This signature catches an attack
designed to cause a denial of service (DoS) condition on many web servers. The flaw was first found in
Microsoft’s .NET Framework, and has to do with how
many programming languages compute hashes. In
short, researchers found a way to predictably create
hash collisions, which is when two different sets of
data have the same hash. Since the whole point of
a hash is to create a unique indicator for a specific
dataset, a collision is bad news, and attackers should
not be able to predictably create collisions with good
hash algorithms.
In any case, attackers could exploit this collision
flaw to cause a web server to use 100% of its CPU
resources for long periods of time. While the flaw
was first reported against .NET, it was later found to
affect many web servers using many programming
languages. It appears some criminals are still leveraging this five-year-old flaw to try and DoS websites.

Geographic Attack
Distribution
Over the past four quarters, we’ve generally seen
the same regional distribution for these network
exploits. We see the majority of network attacks
in the Europe, Middle East, and Africa (EMEA)
regions and the Americas come second. The Asian
Pacific (APAC) region (which includes Australia and
New Zealand) seems to enjoy the lowest volume
of network service attacks, though these numbers
may also have to do with our product distribution
in various regions. Overall, the regional trends have
remained fairly consistent over all our reports.
Besides the overall regional trends, our feed data
sometimes highlights interesting country-specific
nuances among the individual attacks.
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Here are some from this quarter.

•

• Cross-site scripting (XSS) attacks affected a
wider range of countries. In past reports, the XSS
attacks we detected (specifically WEB Cross-site
Scripting – 36) primarily affected one country—
Spain. This quarter, however, one of the XSS
attacks mostly affected Mexico, while the other
affected a diverse range of countries in many
regions. This suggests that XSS attacks broadly
affect all countries; however, attackers might
target specific software vulnerabilities only in
certain regions.
•

Suspicious iframes increase in EMEA. Iframes
are legitimate HTML tags designed to create
frames on a web page. However, web attacks
often leverage malicious iframes to secretly load
malicious content from another website. If an
attacker can hijack a legitimate website, they
often use iframes to force that site’s visitors to
unknowingly access another site hosting their
web exploit kit (EK). Last quarter, the Suspicious
HTML iframe threat primarily affected North
America, with 69% of the hits falling in the U.S.
and Canada. However, this quarter that dropped
down to only 38%, with a big increase in these
suspicious iframes in both Great Britain and
Germany.

Most of the hashtable collision DoS attacks
targeted Germany and the U.S. In fact, attacks
against German web servers slightly outpaced
the U.S. attacks.

•

More network threats affected a wide range
of countries this quarter. In past reports, we
saw a longer list of country- or region-specific
threats; whereas, this quarter many of the top
ten exploits affected numerous countries in many
regions. It will be interesting to see if there are
more country-specific attacks next quarter.

Though many automated network attacks affect
all regions equally, it’s clear attackers often target
certain attack campaigns to specific regions or
countries. This simply could have to do with language barriers, or targets that only exist in certain
countries. In either case, you should adjust your
defenses if any of these attacks affect your country
specifically.

Figure 17: Network attack detections by region

XSS
Americas

33.1%

WEB Cross-site Scripting – 36
primarily affected Spain.
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62.4%

APAC

6.3%

69% of the Suspicious HTML iframe threat hit the

Americas; primarily the U.S. and Canada.
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Web and Email Threat Analysis
We’ve covered the top malware and network exploits,
but you should also pay close attention to the latest
malware delivery trends. Knowing how malware gets
into your network helps you cater your defenses to
the right delivery vector. Our data shows that, by far,
email and web are the most common threat vectors.
However, some malware enters through other network
services as well. Before talking about three delivery
trends from last quarter, we’ll share some raw
numbers on threat delivery.

make sure to configure WatchGuard proxies on their
Firebox appliances. Proxies inspect traffic at the
application layer in the network, which offers
additional protection over the defenses provided
at other network layers.
Through the Firebox Feed data reported, we also
identified three major threat-deliver trends in Q3.
1.

Droppers delivered via email

2. Web-delivered single-stage malware
3. Browser vulnerabilities exploited by attackers

Email continues to be the favored method to deliver
malware. Over half the malware blocked by
WatchGuard GAV was sent via SMTP or POP3
traffic. HTTP traffic accounts for 37% of blocked
malware. FTP is a very distant third.
For each variety of malware in the top ten, one
protocol was far and away the most dominant form
of delivery. Scripted malware attacks are most often
spotted in SMTP and POP protocols used to deliver
emails. HTTP traffic most often delivered the other
types of malware, indicating the user received the
malware when visiting a website or web-based application. This makes sense because scripting attacks are
often small pieces of malware delivered to subsequently download the actual malware the attacker
wants to use on the target victim’s machine or device.
To protect against these threats, customers should

Threat Name

Delivery

JS/Heur

EMAIL

JS/Downloader

EMAIL

Linux/Flooder

WEBSITE

Mimikatz

WEBSITE

Win32/Heur

WEBSITE

BackDoor.Generic

WEBSITE

VBS/Downloader

EMAIL

Win32/Heim

WEBSITE

FakeAlert

EMAIL

HTML/Framer

WEBSITE

Malware Delivery Trends
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Dropper Delivered via Email
The droppers and downloader agents used as first stage malware accounted for about half of the top malware
this quarter, all of which was delivered as attachments to malicious email messages. While JavaScript email
attachments have been a common trend in past reports, this quarter saw the addition of Visual Basic Script
(VBS) downloaders as well.
The days of attackers attaching malicious executables directly to email messages are (mostly) gone. Most
companies and modern email providers automatically block executable attachments due to their extreme
security risk. This hasn’t stopped bad guys from trying to trick their victims into installing malware via email
though. Instead, attackers have separated their attacks into two stages, starting with a dropper file which in
turn downloads the actual malicious payload.
Dropper files delivered via email usually come in the form of a malicious script that downloads and executes
a binary payload on the victim’s computer. While JavaScript remains the most popular dropper file language,
VBS use is also increasing, likely thanks to the ease of hiding VBS droppers in Office document macros.
VBS dropper scripts can be very simple. The following script defines a function for downloading a file from a
remote web server, runs the function to download the payload, and then executes it on the system.
Attackers don’t usually use the basics though, instead they often heavily obfuscate their dropper files to
evade analysis and detection. For instance, one of the VBS scripts detected this quarter used obfuscation and
sandbox avoidance techniques before downloading and executing a ransomware payload.
Figure 18: Example of a VBS downloader script
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Web-delivered Single-stage Malware
When it comes to malware delivered via web (HTTP) connections, attackers
don’t have to rely on multiple stages. While malicious emails must use a
dropper file to evade the most basic protections, you don’t always block
executables downloaded via the web outright. This means browser exploit
kits can deliver their malicious payloads directly, and the earlier-mentioned
dropper files can use simple HTTP requests to download their final stages,
too.
This quarter we detected several generic trojans and other malware samples
delivered exclusively over normal HTTP web requests. With the number of
browser exploits detected this year (more on that shortly), these payloads
are likely the result of exploit kits and drive-by downloads.

Browser Vulnerabilities Exploited by Attackers
While they didn’t all make the top 10, we detected and blocked multiple attempts at exploiting vulnerabilities
in popular web browsers and browser extensions. Attackers usually bundle these exploits together into exploit
kits which they then host on malicious or compromised websites. When a victim visits one of these malicious
or compromised websites, the exploit kits attempt to profile the victim’s browser and then run exploit code
targeting any unpatched vulnerabilities. If you don’t patch, these exploits almost always result in attackers
remotely executing code, allowing them to download and install malicious payloads directly on your machine.
Browser exploit kits don’t always have to rely on the latest zero day vulnerabilities for success. In fact, while
we did detect attempted attacks against a recently found vulnerability in the WebEx browser extension
(CVE-2017-3823), we detected even more attacks against an Internet Explorer vulnerability from 2006
(CVE-2006-4704). Attackers don’t have to pick and choose what to include in their exploit kits. Instead,
they can include everything and let the kit’s attack code decide what to use, depending on the detected
browser version and extensions.
To summarize, email and the web still remain the top delivery vectors for malware and network attacks. Since
all companies obviously allow both, we highly recommend you implement additional security controls beyond
a basic firewall to protect your web and email traffic.

We detected and blocked multiple attempts at exploiting
vulnerabilities in popular web browsers and browser extensions:
1. WebEx browser extension (CVE-2017-3823)
2. Internet Explorer vulnerability from 2006 (CVE-2006-4704)
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Firebox Feed Defense Learnings
We’ve shared several defense tips throughout this section, but here are three
strategies to help protect against some of the top-level trends identified in Q3:

1
2

Update Your Firebox OS,
enable and configure security
services.
WatchGuard Firebox appliances will only provide
the protections described in this security report
for customers who have turned on and enabled the
related security services. In order for WatchGuard
Gateway AntiVirus to work properly, customers need
to configure proxies. These proxies assemble and
inspect packets in more detail than a simple packet
filter. APT Blocker will only protect customers if it
has been turned on and enabled. To contribute to this
report and threat intelligence designed to protect
all customers, enable Device Feedback. Although
this choice is completely up to the customer, sharing
data helps improve security for everyone. We do not
collect private data and use this data to help all our
customers by analyzing new malware samples and
reporting on malware trends.

3

Employ multiple layers
of defense.
Attackers are using evasive tactics
that leverage multiple strategies and
downloads to get malicious software
installed on a target machine. When
one type of analysis fails to capture
malware, other types may succeed.
Where some types of analysis take
too long others might provide better
performance. By combining a number
of techniques to spot malware on
networks and endpoints, companies
can better protect themselves. Where
signature and code-based analysis fails,
behavior analysis may be able to spot
malicious activity. Monitoring networks
and using IPS signatures also provide
additional protection.

Watch for network traffic log entries related to the
threats in the top 10.
Hosts contacting strange domain names, receiving NXDOMAIN (domain not found)
responses to DNS queries, and other strange traffic patterns in your DNS logs may
indicate a host has been compromised. A long-running network connection on a
strange port or to an unexpected remote address may be an indication of a backdoor.
Web requests or responses with hidden iframes linking to other sites may indicate
a compromised website. When a document, voicemail, or image is opened and this
triggers unexpected network traffic, the file just opened may be hiding malicious
content. The best way to spot malicious network activity is by constantly monitoring and
understanding what is normal, so you can spot when something is not normal.
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Top Security Incidents
In today’s threat landscape, rarely a week passes without some major breach,
security incident, or vulnerability. Both the popular and tech media cover
these events, so you are probably well aware of many of the big information
security-related stories that break each quarter. However, you may not have
all the technical details around some of these incidents.
In this section of our report, we highlight a few of the most relevant news
items from the quarter, but add additional tech analysis that you probably
didn’t see in normal media. Our goal is to try to find and share any additional
details that might allow your organization to learn from the mistakes of others. This quarter, we’re highlighting a series of smaller Q3 hacks that seem to
be developing into a new trend – software supply chain attacks.

Software Supply Chain Attacks
Q3 2017 saw the start of a trend involving supply chain attacks targeting popular and widely used software.
Generically, a supply chain attack is when malicious actors somehow try to infiltrate the trusted processes
you’ve built around your business. These business supply chains can involve external partners, specific technologies, digital communication mechanism, and, of course, trusted software. Because you tend to extend
elevated trust to the people and products used in your supply chain, they make a great target for sophisticated
attackers.
This quarter, we saw a continuation of supply chain attacks that specifically target legitimate software packages used by a wide range or organizations. We’ll discuss and analyze three of those attacks and their impact to
the industry in the following section.

NetSarang
On August 15, 2017, Kaspersky Lab published a detailed analysis of a supply chain attack affecting software
developed by NetSarang. Kaspersky discovered that one of the code libraries used by the NetSarang Xmanager 5 and Xshell 5 tools contained a hidden backdoor, which they called ShadowPad. ShadowPad’s authors
wrote their code to decrypt and load in several stages, starting with a simple beacon which could eventually
trigger a full remote access backdoor.
ShadowPad uses a Domain Generation Algorithm (DGA) to change Command and Control (C&C) servers
every month. The backdoor wraps its communications in DNS queries to help it evade basic detection
attempts. Before the backdoor fully activates, it only reports limited information to the C&C server in a beacon,
including the computer name, domain name, and user name. If the attacker wants to fully activate the backdoor, presumably because they saw something of interest in the beacon data, they simply send a special DNS
response. Once activated, attackers can use the backdoor to take control of the system and install additional
malware payloads.
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Kaspersky notified NetSarang about the backdoor in July and NetSarang was quick to remove and replace the
compromised versions of their software with clean ones. NetSarang did not provide any details on how the
backdoor ended up in their software. Kaspersky noted that, because the code was signed with NetSarang’s
digital certificate, the attackers must have either had access to the application source code or build servers.

Ccleaner
In mid-September, Cisco TALOS disclosed information regarding a supply chain attack potentially impacting
2.27 million computers worldwide. Cisco TALOS had discovered a hidden backdoor in a legitimate, signed
version of Avast’s CCleaner software, a popular Windows file and registry cleaning application with over 2
billion total downloads.
Cisco TALOS discovered that attackers had compromised the downloader binary for CCleaner v5.33, adding
malicious code for loading malware onto systems when the legitimate binary was executed. The malicious
code decrypted data in the binary which contained two stages for the malware payload, a Portable Executable
(PE) loader and a DLL file. The malicious code included steps for cleaning the memory locations it used while
loading the malware to help hide its tracks. Once the malicious payload begins execution, the installer binary
continues its normal execution flow and installs or updates CCleaner on the computer system.
The CCLeaner malware payload used avoidance techniques for evading detection in malware sandboxes and
debuggers. For example, while many malware samples simply call the Sleep() method to idle for a period
of time, the CCleaner instead attempts to ping an unreachable network address with a timeout set for 601
seconds. After the ping times out, the malware checks to see if 600 seconds have really elapsed before
continuing.
The malware then checks its privilege level, and only continues execution if It running as an administrator. It
profiles the system and sends the information to the C&C server. The malware continues to beacon home to
the C&C server until the attacker provides further instructions, such as loading a secondary payload.
Cisco TALOS later discovered that at least 20 victim computers were served the second malicious payload. In
analyzing files located on the C&C server, Cisco found several major organizations were specifically targeted
by the attack, including Microsoft, Sony and Intel. As with the NetSarang attack, it wasn’t immediately apparent how attackers were able to compromise CCleaner. Artifacts in the attacker’s code, paired with the fact that
the infected downloader was signed with a legitimate certificate, point to the attackers having compromised
the build environment to inject their malicious code.

Python Package Index
Typically, unless the affected supply chain vendors share information about their original compromise, external
researchers can’t often determine exactly how attackers first injected their malicious code into the vendor’s
application. However, another attack in September highlighted one potential way hackers might accomplish
this goal.
Early in September, the Slovak National Security Office (NBU) published an advisory warning of fake Python
library packages in the Python Package Index (PyPI). If you’re not familiar with this index, the PyPI is a location for Python developers to automatically retrieve commonly used libraries for use in their projects. NBU
found that an unknown attacker had uploaded several fake packages with similar names to popular legitimate
packages, hoping victims would accidently install the incorrect one.
The fake Python packages contained the same code as the official ones they mimicked, but with the addition
of some malicious code in the installer script. When an unsuspecting developer installs the fake malicious
package, the installer script gathers the name and version of said package, the user name of the developer,
and the hostname of the development system. The malicious script then obfuscates that data, and sends it to a
remote web server.
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Figure 19: Excerpt of malicious code in a fake installer script

Above is an excerpt of that malicious installer script code. Much of the code added to the fake package is mostly
benign. It starts by importing several default Python libraries including os (an operating system interface), pwd (a
package for obtaining Unix username and password information), socket (a network communication package), and
base64 (a package for encoding data). The code then gathers several pieces of information from the developer’s
server, including the software package name, the developer’s username, and the server’s hostname.
Figure 20: Code excerpt for gathering sensitive local developer and server info.

The code then XORs the gathered data with a hard-coded password to obfuscate it.
Figure 14: Code to obfuscate stolen data.

Finally, the code builds a network socket, decodes the destination address, and sends the data to the remote server.
Figure 15 Code to exfiltrate data over a network, to a C&C

Above is an excerpt of that malicious installer script code. Much of the code added to the fake package is mostly
benign. It starts by importing several default Python libraries including os (an operating system interface), pwd
(a package for obtaining Unix username and password information), socket (a network communication package),
and base64 (a package for encoding data). The code then gathers several pieces of information from the developer’s
server, including the software package name, the developer’s username, and the server’s hostname.
In this particular incident, the fake Python package’s added code didn’t do a whole lot of damage. At worst, it sent
some potentially private information about a developer and his or her server to an unknown entity. However, this
incident could have been much worse, and this case provides a valid proof of concept for future attacks. For example,
imagine if a more sophisticated attacker added a Python-based ransomware payload to the installation script of a fake
Python package. If criminals can infect the software watering holes developers get their code from, incidents like these
can have far-reaching implications.
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Software Supply Chain Attack
Defense Learnings
Based on the increase in these types of incidents, it seems clear that more sophisticated attackers are targeting
legitimate software packages and code libraries. These software supply chain attacks are especially concerning
since they affect packages we’ve learned to trust. In fact, many operating systems and security products often
leverage the digital signatures in these “legitimate” installers to whitelist software from legitimate vendors.
Attackers likely target them to help evade typical security controls.
Knowing that attackers can infiltrate our trusted vendors so deeply that even their signed software can’t be
trusted, requires us to remain especially vigilant against any software we install on our systems – no matter where
it comes from. We expect to see more software supply chain attacks in the future, so here are a few tips to help
keep you safe.

1

Verify the authenticity of applications.
While the fake Python package attack primarily affected software developers, similar attacks with
fake applications commonly target end users. Always verify the authenticity of applications before
installing them onto your system. Never install applications that were not downloaded from the
official download source. How? The more security-conscious organizations out there will often
include some sort of secure hash with their product download. When available, you should manually
use this hash to validate your download.

Use network visibility tools.

2
3

Of course, sometimes the official source for an application cannot be trusted in
the event of a supply chain attack. Both the Ccleaner and NetSarang attacks were
discovered by identifying suspicious traffic from hosts where that software had
been installed. Administrators should use network visibility tools, like WatchGuard
Dimension, to identify suspicious traffic and limit the potential damages from a
breach. You should also implement security controls that can automatically find and
block outgoing C&C communications, like WatchGuard’s Botnet Detection.

Apply security patches.
The following software-patching best practices can also help limit the impact of a supply chain
attack. All three of the events discussed in this report were quickly resolved by the responsible
parties once detected. Applying security patches in a timely manner is an easy way to reduce the
potential for damages in a supply chain attack.
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WatchGuard Threat Lab’s IoT
Research Projects
Every quarter, WatchGuard’s Threat Lab is working hard running various
projects, such as maintaining our honeynets, analyzing threats samples, and
testing products or devices for vulnerabilities. In this section of the report, we
share some of those research results with you.
In the last report, we analyzed findings from our SSH and Telnet honeynet,
including an in-depth analysis of an automated attack. This quarter we shift
focus to one of our Threat Lab’s different honeynets, which tracks email spam
and malware. We’ve code-named this honeynet Artemis.
Over the last year, we’ve developed and deployed a honeynet designed to appear as an open mail relay for
spammers. Artemis, which itself is based on other open source honeynet components, parses the messages
its mail transfer agent (MTA) receives for potentially interesting information like attachments and URLs. A
honeyclient, posing as a vulnerable web browser, crawls all identified URLs looking for malware and exploit
kits. It also saves all attachments and files it receives to a storage server, so that we can analyze them at a later
time.
In this section, we’ll discuss a few phishing campaigns the honeynet captured. We’ll also provide an overview
of the different components that make up Artemis, including links to its source code, which we have released
as open source under a GPLv3 license.

Threat Labs Q3 Phishing Analysis
Like most companies, WatchGuard receives regular phishing emails attempting to steal credentials, information
or money. Though we implement technical protections to block the obvious email threats, some of the more
targeted spear phishing messages can still make it into a user’s inbox.
Below, we share an example of one such email. Several employees received this sample individually, and it
appeared to come from a legitimate member of our human resources team. Names have been redacted for
privacy.

honeypots to capture
malicious attempts, and see what the threat
Our Threat Lab runs

actors do. In this report, we share some of the things we
learned about attackers from our SSH and Telnet honeypots.
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Figure 23: Spear-phishing example from WatchGuard’s network

This message seems simple enough, and could appear legitimate to less-savvy employees. However, the
sender’s obviously questionable email address should be a dead giveaway. While the phisher did spoof the
name of a real HR employee, the actual mailto: address points to a non-WatchGuard domain (@mpccpb.org).
Though this is easy to identify in a traditional email client, mobile email clients don’t display the questionable
source email address, making it harder for normal users to recognize this spoof.
If employees had fallen for the message, the links in the email led to a website prompting them for their login
credentials. As you might guess, any credentials you entered into that site would make their way back to these
phishers.
Many spear phishing emails, like the previous example, are often very simple in execution. While the spear
phisher adds legitimacy by making an email appear to come from a trusted source, and about a potentially
real work topic, this email also looks brusque, helping convince the recipient to dismiss any irregularities as
simple mistakes by a rushed sender.
The more traditional, dragnet-style phishing emails, which are sent to thousands if not hundreds of thousands
of recipients at once, don’t follow the same carefully crafted form. Dragnet phishing emails often include many
grammatical errors, some even intentional with the hopes of weeding out those less likely to be fooled.
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Figure 24: A more run-of-the-mill, dragnet phishing email

The example above – a phishing messages received by our honeynet – highlights this perfectly. These attackers
don’t want to waste their time calling someone unless they are likely to fall for the scam.
Phishing emails also make an excellent delivery method for malware. Our honeynet has identified several
malware-delivery campaigns over the last quarter. The campaigns sent emails that contained anything from
PDFs crafted to harvest credentials to zip archives hiding JavaScript downloaders.
Now that we’ve shared both a spear and regular phishing email our honeynet caught this month, let us detail
how our Artemis honeynet works. We’ve released our versions of these tools to the community, so you can
easily implement an email honeynet yourself, if you so choose.

Artemis Honeynet Architecture
The Threat Lab’s honeynet, Artemis, consists of four main components:
1.

A communication broker for publishing data between modules

2. A Mail Transfer Agent (MTA) for receiving and parsing email messages
3. A honeyclient for scraping web URLs
4. A storage server for retaining attachments and file downloads
The broker facilitates communication between the MTA, the honeyclient and the storage server. You can
deploy multiple MTAs, honeyclients and storage servers into the same honeynet, all connected to the broker
using a publish-and-subscribe communication model.
Let’s break these components down individually.
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The Communication Broker (artemis-broker)
The communication broker, artemis-broker, uses hpfeeds to send data between the honeynet modules.
Hpfeeds is an open source authenticated publish/subscribe protocol originally created by Mark Schloessar.
We made several additions to the original source code, including a full migration to a Mongodb user database,
daemonizing the broker server, and adding scripts for streamlined authentication setup.
The broker separates communications into a series of channels. Within a channel, user accounts are allowed
either subscribe or publish permissions. When the broker receives a message on a channel from an account
with publish permissions for that channel, it forwards the message to all other accounts that have subscribed
to the channel. Our honeynet is configured with several channels for different purposes:
•

artemis.raw – Sending and receiving raw, unparsed spam messages

•

artemis.parsed – Sending and receiving parsed spam messages in JSON format

•

artemis.urls – Sending and receiving URLs identified from parsed spam messages

•

artemis.attachment – Sending and receiving email attachment files

•

thug.files – Sending and receiving files retrieved from scraped URLs

•

thug.events – Sending and receiving event logs from deployed honeyclients

The MTA (artemis-mail)
The MTA portion of the honeynet, artemis-mail, is a modified combination of two open source projects,
the Salmon Python mail server and the Shiva spampot. The MTA is split into two separate agents, one that
handles receiving incoming messages, and another that parses the messages.
The MTA acts as an open relay, accepting all messages that it receives. Attackers and spammers love open
mail relays because they help them avoid spam block lists, at least temporarily, by using other organizations’
mail servers. The Artemis MTA only relays a few messages from any given spammer to pass open relay testing.
The rest of the messages are sinkholed to not add to the global spam epidemic.
The MTA queues all the messages it receives for the analyzer. The analyzer pulls messages from the mail
queue and parses them for links and attachments, which it sends into the honeynet via hpfeeds. After parsing
a message, the analyzer uses a fuzzy hash to decide if it matches a previously seen spam campaign and then
relays the message if the maximum relay count has not yet been reached.

The Honeyclient (artemis-client)
The honeyclient, artemis-client, uses the Thug honeyclient project to scrape URLs for potentially malicious
files. Thug poses as a vulnerable web browser while visiting web URLs. Thug includes functionality for
detecting and emulating malicious content on the URLs that it scrapes. We added a Python script to
automatically handle receiving URLs via hpfeeds and passing them into Thug. As Thug identifies potentially
malicious files, it forwards them on to the storage server for later analysis.

The Storage Server (artemis-storage)
The storage server, artemis-storage, acts as a central location for saving attachments received from the MTA,
and files downloaded via the Thug honeyclients. The storage server uses a daemonized python script to
subscribe to hpfeeds channels for receiving files. It saves files locally on the server, but also saves details about
the file, such as its name, timestamp and VirusTotal results in a MySQL server.
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Honeynet Phishing Research
Defense Learnings
By setting up an email honeynet, the Threat Lab’s team can gather and analyze many malicious emails. This
helps us understand the evolving tools, tactics and procedures (TTPs) that spammers and phishers implement
into their latest campaigns. We can translate these findings into new defense techniques for our customers
and co-workers. If you’re interested in running your own email honeynet, we’ve also provided all our open
source tools for you to use.
Here are a few strategies you should teach your organization to help them avoid the phishing attempts like the
ones we saw during Q3.

1

Avoid clicking links
in emails
All it takes is one bad link for a drive-by
download to infect your system. Never
trust links sent via email, especially from
unexpected sources. Don’t forget, attackers
can even modify links to go to different
sources than they appear to link to. When in
doubt, manually navigate to websites instead
of clicking links or copy and paste the URL
instead.

3

2

Harden your email
servers
Spammers and phishers often rely on open
mail relays to evade reputation-based
anti-spam solutions. A misconfigured email
server not only makes it easier for attackers to spoof messages from your domain,
it also opens others to waves of spam.
Ensure your email server only accepts
relaying from trusted hosts and enable
authenticated relaying wherever possible.
Microsoft TechNet has an old but good
article for controlling SMTP relaying here.

Scan all email
attachments for
malware
Email remains one of the most common
delivery methods for malware. In
2016, ransomware delivered via email
increased by 6000% according to IBM
X-Force. Administrators should ensure
that all email attachments are scanned
for malware, and we recommend using
behavior-based malware detection
so you don’t miss the latest evasive
threats. Delaying an email message
by a minute or two while sandboxbased detections run is well worth the
wait for the chance of catching zero
day malware. We also recommend
you use content-filtering capabilities,
like those available in WatchGuard’s
Firebox proxies, to completely block
unnecessarily attachment types.
For instance, very few organizations
legitimately need to get JavaScript
(.JS) or Java (.JAR) attachments via
emails. However, our GAV and APT
Blocker services commonly find these
types of malicious files in email. If you
don’t need these files as attachments,
don’t allow them at all.
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Conclusion & Defense Highlights
In video games, when you encounter new enemies you need to learn new tactics
to beat them. Once you learn those tactics you get to the next level, but your
enemies always evolve, requiring new strategies yet again. If you don’t constantly
learn your enemy’s patterns, you lose and can’t proceed.

The Internet threat landscape is similar to those
video game enemies. As we find ways to beat the
latest attacks, cyber criminals update their tactics
requiring us to once again develop new strategies to
defeat them. The good news is, like video games, you
can win. You simply need to remain vigilant, staying
current with the enemy’s latest patterns and tactics.

as well. There was a big increase in the volume of
malware campaigns. We continue to see attackers
obfuscate their malicious iframes in new ways to
evade detection. Software supply chain attacks
became more prevalent. Finally, at least one new
attack – a web-based DoS – made the top ten
network exploit list.

In Q3, we didn’t see a vast change in cyber criminal
attack trends. Attackers still use JavaScript and
other scripting languages to deliver malware. They
still target authentication to gain legitimate user
credentials. And, they still primarily attack networks
over the web, including the use of iframes to link to
suspicious sites.

Keeping up with these sorts of changes, whether
slight or substantial, is paramount to keeping your
defenses up to date. Now that you know the latest
threat landscape evolutions, you should adjust your
defenses where necessary. That way, you can win the
cyber security “video game.”

However, despite the seemingly invariable quarter,
we did see some evolution to the threat landscape

With that in mind, let’s us summarize a few of the
most important defense tips for this quarter.

In Q3, we didn’t see a vast change in cyber criminal attack trends.
Attackers still use JavaScript and other scripting languages to
deliver malware. They still target authentication to gain legitimate
user credentials. And, they still primarily attack networks over the
web, including the use of iframes to link to suspicious sites.
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Use advanced malware protection at your perimeter and endpoint.
Malware detection increased this quarter, and we expect to see it continue to grow in Q4 due to the
holiday shopping season. Furthermore, some malware continues to evade legacy signature-based
protections, requiring more advanced malware detection solutions. We recommend you take a layered
approach to malware prevention, by implementing more advanced malware protection solutions at the
perimeter and endpoints. If you’re a WatchGuard customer, our Total Security Suite’s APT Blocker and
Threat Detection and Response (TDR) services make the ideal companions. APT Blocker uses a behavioral detection sandbox to catch zero day malware that goes through your network perimeter. It will usually
stop threats before they even reach your endpoints. However, attackers constantly find new ways to
evade security controls, so you should also use our Threat Detection and Response service to catch any
malware that makes it past your AV systems to your host. In fact, TDR also leverages the same cloudbased behavioral detection sandbox to quickly detect even the newest threats that might make their way
onto your computers. The one-two punch of advanced network and endpoint malware protection will
keep you safe from all but the most sophisticated threats.

Constantly monitor your security logs.
Often, strange spikes or activities in your log files can tip you off to an anomaly that might turn out to
be a security threat. For instance, hosts connecting to strange domain names, a large amount of port
25 connections from a non-email server, or constantly active network connection on unusual ports, all
might be indicators of a potentially compromised host. However, you won’t know what types of network
traffic looks strange unless you know what’s normal. We recommend you use visibility tools to monitor
your security logs daily, at least for a few minutes at different times of the day. Over time, you will start
to recognize your organization’s baseline of activity. Then, when you see activities outside of normal, you
can investigate to make sure nothing is wrong. If you are a Firebox customer, our different security services all present logs that help you find anomalies in your traffic. Furthermore, we ship a free visibility and
analytics tool, called Dimension, with every Firebox. It’s the ideal tool for this sort of security monitoring.
If you have a Firebox, but have yet to implement Dimension, we highly recommend you take advantage
of this free tool.

Consider enterprise multi-factor authentication next year.
In Q2 we saw a huge increase in malware and network exploits targeting credentials and log-in mechanisms. While not quite as bad, these authentication attacks continued last quarter as well. Authentication
is the cornerstone of information security. You can have all the great security controls in the world, but
if an attacker can gain access to a legitimate user’s credentials, they can skate past all your security
policies as an “authorized” users. While passwords offer a security token when used properly, many users
don’t follow best practices. Even if they do, password leaks and brute force attacks might still put your
credentials at risk. The only way to really secure authentication is by forcing employees to use multiple
factors of authentication to log in. Historically, multi-factor authentication (MFA) solutions have been out
of reach for the average SMB, due to complexity and expense. However, new solutions are finding their
way to the markets that even the smallest business might employ. We recommend you consider enterprise-wide MFA in 2018.

Remain vigilant of good software gone bad.
As you learned in this report, criminals are increasingly targeting and hijacking legitimate software supply
chains to try to trick victims into downloading malicious payloads. Because this malicious software
arrives connected to a legitimate application, it may evade typical security controls. One of the best ways
to protect yourself is just to remain vigilant of this trend. If you at least know about the latest hijacked
software package, you can quickly clean up after it. In order to best avoid these booby-trapped applications, we recommend you always confirm you are downloading software from the official source. Also,
when vendors supply checksums for their installers, always leverage them to validate the authenticity
of the download. That said, in some cases supply chain attackers have infiltrated software vendors so
deeply that their malicious payloads included the proper checksums and digital signatures. In cases like
these, services like Threat Detection and Response might detect and remediate the malicious payload
once it gets onto your endpoints.

Internet Security Report: Q3 2017 • 40

Summary

Congratulations, you made it to the end of our report, and hopefully gained a defense tip or two along the
way. We hope the trends highlighted in this quarter’s report are enlightening, and the key learnings helpful with
hardening the defenses for your networks and organizations. Feel free to share any feedback you have about
the report with SecurityReport@watchguard.com, and join us next quarter.
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